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The Warfare of the Social Media Conversation 

Social Media is now part of the zeitgeist.  Individual users’ friend, post, share, debate, scream, unfriend, 

and so on.  It’s all pretty straightforward, a normal part of our daily lives.  Despite the subtle differences 

between social networks such as hub-and-spoke (Twitter, Facebook) and peer-to-peer (LinkedIn, Reddit), 

users adapt and thrive.  Users pen their thoughts without much care, knowing it has little impact across 

their limited follower base.  In short, there’s no monetary consequence to what they do. 

 
Figure 1 - The Timeline of Social Media by Miriam Johnson PhD 

The same cannot be said for Brands, be they a business or public figures, who rely on Social Media for self-

promotion, digital marketing, public relations, sales, and more.  For them, it’s about the bottom line and 

whether it is negatively or positively impacted.  This would be a short paper if these Brands had control 

over all aspects of how they are referred to, but they do not.  Brands are attacked from all directions, all 

the time, whether by a competitor, hater or internal influencer who has decided to go rogue. 

Ekkobar defines this conflict as Social Media Warfare.  Here, the attacker aims to manipulate a specific 

group's perception, opinions, emotions, and behavior to harm Brands by pushing political, economic, or 

cultural agendas.  Before social media, old-school propaganda targeted masses of people, whereas now, 

this new-school attack is highly targeted toward small groups or individuals. 

The Attackers and Their Intentions 

In the days before social media, attacking a brand could only occur within a few broad communication 

channels, usually by experts in the field of information warfare and propaganda.  Examples include negative 

marketing & advertising campaigns, false or distorted news stories, and targeted lawsuits.  But with the 

advent of the Internet and specifically social media, effective attacks can come from anywhere, anyone, 

and at any time.  It’s humanly impossible for a Brand to keep up with every negative comment, false 

assertion, and destructive media campaign. Effective responses in a world network with billions of nodes 

need almost instantaneous action to have any counter-impact. 
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While the motives come in many different forms, the Attackers are either Internal or External to the 

intended target.  Additionally, attacks may be both Intentional and Unintentional.  For example, in the 

entertainment market, Roseanne Barr’s tweet about Valerie Jarett cost Roseanne her show.  Since she 

posted, the attack was Internal.  But it is unclear whether Barr intended it to be hurtful or just a joke.  That 

answer would determine if the impact was Intentional or Unintentional.  Regardless, the damage to herself, 

the show, and the network were in the millions.  In sports, The Houston 

Rocket’s Daryl Morey tweeted in support of Hong Kong against China.  

This was an Internal attack, most likely Unintentional, as his aim was to 

support Hong Kong.  The post cost his team $20M in broadcast rights in 

China.  Impulsive posts are often unintentional, as in this case, but can 

still be just as damaging as intentional ones. 

As stated earlier, a counterattack is the quickest way to strike back.  

Sometimes just deleting a tweet before it reaches mass is the answer.  Other times, a more direct response 

is needed, especially when the post has gone viral.  The first step is understanding the different implications 

of an Internal vs. External attack.  Internal attacks have more validity within the social world since they 

come from within.  In both previous examples, there is an implied association between the individual and 

the Brand, especially since the Brand did not react fast enough to counter the attack.  This “tacit” approval 

is often implied in such situations. 

Then there are external attacks.  It is essential first to understand who the Attacker is and their validity on 

the social network.  Someone with few followers or no influence is 

inconsequential.   The opposite, someone with influence and popularity, can be 

devastating to a Brand.  Plus, with no control over the Attacker, the Brand rarely 

gets the poster to delete or reverse what they said.   A few years ago, a tweet 

showing Michael Phelps smoking a bong cost him multiple multi-million-dollar 

sponsorship deals.  Unfortunately, his management took a bit of time to put out 

a statement, and the damage was done by that time.  The fatal mistake was that 

Management needed to understand the depth of the conversation on social 

media and who was driving the influence.  If they had, they might have been able 

to manage the crisis more effectively.  

Social Media Weaponry 

On social media, there are several different weapons of choice.  The first and most common is the Post.  

Whether by a real person or an automated bot, the post is in the open and available for everyone to see.  

Depending on the platform and its security preferences, posts may be restricted to only the sender’s 

Timeline or available on the target’s feed.  In addition, by using linking mechanisms such as hashtags and 
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account handles, posts can Float across the intended platform, causing even more damage.  The level of 

impact behind these types of posts is based on the poster's influence. 

In addition to the text, imagery is ubiquitous across nearly all social media platforms.  For example, while a 

financial advisor is not allowed to talk about cryptocurrency investing, holding up a photo with a crypto 

hashtag could easily cause just as much damage.  Another example showed two couples engaged in NSFW 

activities on a FedEx-branded Nascar racing vehicle.  They say that an image can speak 1,000 words and, in 

this case, more like 10,000.  Visual impact is far more effective than text, lasting longer and striking deeper. 

The next type of attack is Ads, an effective method of disinformation and, worse, anonymous.  Typically, 

ads are a marketing tool to get a consumer to behave in a specific way, such as buying a product or service.  

Political negative ads have a long history, but social media have become an efficient means of delivering 

messages that may not be truthful nor consistent with the viewer’s attitudes.  If the goal is to confuse, 

cause doubt, and derail behavior, misinformation is an effective weapon.  In addition, the social media 

platform’s ad-purchasing technology is so automated that it is easy to inject weaponized ads.  Social media 

algorithms also tend to direct based on user click responses, funneling more negative ads and stories to 

those who respond to them. 

Next comes Hashtag Hijacking as a method of attack.  This is where popular 

hashtags, especially those used by celebrities, entertainment, and sports 

brands, are used to promote another’s objective and gain attention.  

Hijacking is accomplished by injecting another’s hashtag into your post.  

When Naomi Osaka dropped out of the French Open, there were more than 

700K posts over the next few weeks.  With her hashtag so popular, many took 

advantage and added it to their posts.  Here’s an example where a political 

operative in Nigeria hijacked her hashtag 

The Conventional Method of Defense 

Now that the motives, attackers, weapons, and methods of warfare are defined, it’s time to examine the 

traditional means of defense and protection.  The most common and obvious is the human inspection of 

the Brand’s timeline.  While this may seem viable, the timeline only shows one side of the coin – what the 

brands themselves post.  Posts coming from external sources are not usually visible in the Brand’s timeline, 

the other of the story.  But the biggest reason this method does not work is the impracticality of reading 

through the timeline judiciously throughout the day and day after day. 

To overcome the large volume, there are several different automated solutions.  The first category is Social 

Media Analytics.  While these tools are suitable for numbers, statistics, and basic information, they have 

three fundamental limitations.  First, they only focus on internal posts, not external threats.  Second, they 
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don’t have any monitoring and alerting capabilities, so they cannot detect if there’s a problem and notify 

someone about it.  Third, they typically only comprise about 30-35% of the posts, whereas the entire 

population needs to be examined to identify an attack correctly. 

The last category of automated tools is Social Media Listening.  These tools are more in line with identifying 

and alerting problems.  This software category was initially developed for the financial industry to ensure 

that financial advisors are not violating any SEC rules on the Internet, such as pushing for cryptocurrency 

investing.  Again, one of their significant areas for improvement is their examination of only internal posts, 

not external ones.  They also do not examine imagery for NSFW, objects, logos, and other information that 

can damage the Brand.  Lastly, the rules used to identify issues are commonly hard coded within the 

listening application, such as for the financial market. 

The Ekkobar Approach to Winning the War 

When Ekkobar’s Active Intelligence™ Platform was initially conceived, the Founders focused on addressing 

Social Media Warfare.  Based on their many years of experience in entertainment and sports, they saw the 

financial and brand consequences firsthand.  With so much at stake, control over social media is critical to 

long-term success and financial benefit.  While there can never be 100% control, Ekkobar’s Active 

Intelligence™ Platform gets very close. 

 
Figure 2 – The Monitoring Module within the Ekkobar Platform 

During the design phase, the Founders created a list of success criteria.  The Active Intelligence™ process 

included: 1) collecting as close to 100% of the posts as possible, 2) performing AI on the text and imagery 

to understand each discrete element, 3) processing all posts and elements through a customizable filter 

engine to determine if an attack has occurred, 4) alerting the right person(s) so immediate action can take 

place, and 5) determining the extent of the damage.  The result is a Monitoring module within the Platform, 
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which works in real-time 24x7, examining each social media post associated with the client’s profile.  The 

flow diagram above shows a high-level overview of this process. 

Two critical components of the Monitoring module make Ekkobar’s proprietary solution valuable.  The first 

is the AI used to identify all the elements in the text and imagery.  At this point in the evolution of 

technology, it’s easy to test for text-based words or phrases, which is what social listening tools do.  But 

Ekkobar goes beyond this.  To be more effective, we have to look at the ecosystem of the post itself.  In 

addition to the post, there’s the post’s data and imagery.  Ekkobar’s proprietary AI inspects each of these 

and takes them apart to isolate each unique component, defines an appropriate action, and triggers a 

response as needed. 

 

Figure 3 – Results of Ekkobar’s AI 

The key to successful monitoring is the ability to inspect each post for requirements needed now and in 

the future.  These requirements must handle user and post information, text and imagery, safety, 

sentiment, etc.  In addition, there is the complexity of ‘and’ vs. ‘or’ statements.  For example, you might 

look for text that contains either ‘China’ or ‘Cuba’ and then for a ‘gun’ object.  This multilayer complexity is 

a common struggle in computer science logic.  In addition, if you want end-users to build custom inspection 

queries, you have to make the interface easy to understand and efficient. 

At the heart of the Filter Engine are a series of Cards, which are units of inspection that relate to a specific 

requirement.  Taking the above example, a Text Card could contain the words ‘China’ and ‘Cuba.’  

Everything within a card is considered an ‘or,’ meaning either word found is a match.  Then by adding an 

Object Card for a ‘gun,’ the complex query is ready to use.  The Filter Engine contains more than a dozen 

different cards, and new types of cards can be easily added for future use. 
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Figure 4 – Examples of Filter Cards 

Next, an alert is generated and sent out when the Filter Engine determines that a post has triggered one of 

these filters.  Alerts may be delivered via SMS, Email, or Slack message.  Along with the destination, any 

combination of recipients can be combined to ensure the right people are notified at the right time.  In the 

alert is the information about the post, a link to the post, and any custom wording required by the client. 

The last step in the process is the web-based Assessment Interface to the Platform.  Just receiving an alert 

is not the end of the process, only the beginning.  Each alert is recorded and available for inspection so the 

user can determine the extent of any damage.  The interface shows the list of alerts allowing the user to 

click on the list to see the offending post.  This is where damage control can take place.  The user sees the 

conversation chain, any influencers who might have interacted with the post, sentiment, profanity analysis, 

DEI, location, and more.  Once the alert has been processed, it can be resolved and removed.  Think of this 

as the post-mortem of the attack. 

In Summary 

No one can stop attacks at the source nor restrict misleading ads.  Ekkobar’s  Platform can protect against 

Internal and External attacks, whether Intentional or not.  The attack can be minimized by detecting 

potential dangers and alerting the right people.  All other solutions on the market are woefully 

underdeveloped when it comes to battling social media assaults.  The combination of 100% post 

population, three-dimensional modeling, AI, and custom filter engine makes Ekkobar’s Active Intelligence 

Platform the only proper solution to identify attackers and the methods used to conduct their warfare, not 

to mention a technique for combating each strike. 

 


